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Attorney Docket No: D023 18 USA PATEN 

UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICANT; Douglas S. Makoflea, et al. GROUP ART UNIT' 2623 

APPJLN. NO.: 09/736,617 EXAMINER: Salce, Jason P. 

FILED: December 13, 2000 Confirmation No, ; 8900 

TITLE: CONDITIONAL ACCESS FOR FUNCTIONAL UNITS 



DECLARATION UNDER 37 C.F.R. $ 1-131 

Sir: 

I, John Okimoto, hereby declare as follows: 

1 I am a named and true inventor in the above referenced patent application 
and T am an inventor of the subject matter disclosed and claimed in the above referenced 
patent application . 

2, Douglas Makofka and I submitted a description of the invention now 
claimed in the above application, in the form of a signed Invention Record, to the law 
department of General Instrument Corporation in January of 2000 , A copy of the 
Invention Record Form is provided with this declaration as Attachment A. General 
Instrument Corporation Invention Record Form No.. D023 1 8.. 

3, I, along with my co-inventors, Douglas Makoflea, Lawrence Vincc, Eric J„ 
Sprunk, and Reem Safadi, conceived the invention recited in the above application prior 
to August 31, 2000. See Attachment A. 

4, I, along with my co-inventors, constructively reduced the invention to 
practice prior to August 31, 2000, and this reduction was memorialized in General 
Instrument Corporation Invention Record Form No. D023 1 8 (dated January 26, 2000, 
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January 28, 2000, and marked as "RECEIVED" by the General Instrument Corporation 
Intellectual Property Law Department on February 8, 2000.. See Attachment A. 

5. Upon information and belief, the date of receipt of General Instrument 
Corporation Invention Record Form No. D02318 by the General Instrument Corporation 
law department was February 8, 2000, as evidenced by the "General Instrument 
Corporation Intellectual Property" date stamp "FEB 8 2000" visible on the first page of 
Attachment A 

6. I hereby declare that all statements made herein based upon knowledge arc 
true, and that all statements made based on upon information and belief arc believed to be 
true These statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under § 1001 of Title 
18 of the United States Code, and that such willful false statements may jeopardize the 
validity of the application or any patent issued thereon 



Dated: February 27. 2008 




~~/Msi Okimoto 
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General Instrument Corporation Invention Record Form No , D0231 8 
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General Instrument Corporation® 

Intellectual Property Department 
For internal Use Only 

Invention Record Form 

G! Docket No. 



Administrative Information 

1 Short Descriptive Title Of the Invention; D2318 . RESOURCE CONTROL DATA STRUCTURE (RCDS) 



Identity all persons who contributed to this invention, Including persons from other divisions and/or outside 
companies: 



Inventor 1 



Douglas 3. Makofka 



SISFstrhlflSt 



Willow Grove, PA 15030 



DNS - Horsham 



Full LegaJ Name 
Home Address 
City, State, Zip 
Citizenship 
DMston/Co. Location 

Office Phone No, 

Mgr. 1 * Name & Phone No Thomas du Breull 215 323 1751 

Sgnature of inventor 

Date t/S-ffjM 



Z15 323 1768 



1 1936 Tivofi Pwk Row#1 



San Diego, CA BZt28 



Annie Chan B58-404-2537 



Full Legal Name 

Home Address 

City. Slate, Zip 

Citizenship 

DMsIorVCo. Location 

Office Phone No 

Mgr "s Nama & Phone No, 

Signature of Inventor 
Dale 



3 OOnsck box if there are 
inventors, If any 



addlBona) inventors listed on separate sheets, Ad'ditk*iei Information concerning 
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EUKktpourid Informflrion 



1 Do you believe ftb invention was developed while working under or In ^^Z^^Z S^a 
KprnenSormesarch worKoallad ibrlvaM^mmieont^^teundtt^nd^ Bala 
governmenk contract would be awarded? & No □ Yes If yes. ptease explain. 

2 Has vour Invention been disdosed to anyone outside General Instalment in a ep^h, exhibit 
sun, ©Home, and possibly others 



A Name of product^) and/or projects} for which this invention was developed; 
DCT5000 

5 Planned or actual use of invention: 

Is being developed for DCT5000 Resource Accaw Control _ ( 

6 What economic benefits do you think Ql can dwive from thk Invention? 

Gives MSO control over set-top resources for billing purposes - competitive advantage 

7 When do you expect a product incepting «* invention to tan* a ^"^^™^ 
someone outside of GI? (If a product or prototype has already boon sold, offered for sale or shown, 
please Identify the earliest date this happened.) 

Some time in 2000 

8 Ha* a working mode! of the Invention been built and tested (or apP£Pttete software been written)? 
|3 No □ Yes If yes, who has witnessed » demonstration, and wnenc 

RCDS structure has been implemented in the PROS, lb in GI S16.T tab since m *™ n f°^ DS 
^ pr^SL oSpTout can b^m ?j ^m^}^^ Pre-integrabon of the API • eupportng the RCDS 

Signature of Submitters) / 



Read and understood by [Wrtneee Signature (9)J 
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have been tested in the S) Lab The APIs supporting RCDS In the firmware are implemented as wall. The 
APIs win be integrated with the rest of the eet top firmware in 01/DO 

9 List below env patents, publications, artfctos, texts, product etc. which descnt* ^^9V^ r 10 
9 you'rS Reese 

documentation 



^ >sy>|L-^ \\»L> (ZdrJ^^St)^ fray***-? 

Signature of submitters) ~/~ 



Read and understood by [WiUiess Signature^}] 

Gl CONFIDENTIAL & PROPRIETARY 



e b • 2 7 . 2 0 0 3 11 :42AM 



No. 4314 P. 3 



Invention Record Form 



HI. Description of the hweittfon 

1 Please provide a very brier (I e, , one short sentence) summary of your invention 

Tho Rosourca Control Data Structure (RCDS) provides a mechanism for mapping 6 *^ h «™^ 

f5E *nd software API's) to ber bits. This mapping to tier bits ^^SS^tS^SSSlSS 
a manner similar to video rervices. such that a billing system, va an access corrtrofler can control set-top 
resources Just as it coritrote access to video services 

2 Briefly describe (he field of technology to which your invention relates. 

This invention relates to the access control of dient devices in digital broadband networks 

3 Briefly describe the problems, issues or needs which led to the invention. 

I„ order to be able lo derive revenue from eBrvioe* related to the use of: spedfjc 

as a dloltal set-top), rt is necessary to be able to control His abilby at certain oo We m ine client <re woo to 
aWthe ThSw must be secure, to protect against attach which cou Id allow the client 

device to provide services for which the proper agreement (payment) to the MBO 
4. How have others addressed these problems, issues or needs? 

Thi 8 problem has not been addressed to my knowtadge. The closest thing that exists Is Java policy files and 
son/er-^enlrlc resource access control as Is performed in the internet community, 
S Describe those particular Tealures or functions of your Invention which you think may be novel or technical 
advancements over the technology you listed in section 118. 

This invention aUows the mapping of any arbitrary seWop source Into ^.^ittonal mcess 
mechanisms used to control access to video servlcee. This invention aHow the addibon 
any time without having to modify code in the access control mechanism Thb Invenbon does not limit whet * 
considered as 'resourca* 

e BeslMode: D<^ribe any arrd all preferer^^^ 

produce or use your invention (e.g., preferred parts, materials, techniques, e *^ a ^™J^™% Please list 
practicing your invention). Each submittal's opinion is important hem, even rf there a disagreement Please list 
anything you think wOi make the Invention better In any way . 

This invention is best Implemented by modifying existing access controllers - either local £r nations! Uo cany a 

what rowurce ID'S exist in the system, and what tiers the dent devca must be «*Jd for. 

the resource Thfe message must be secured, preferably by a digital signage, so tot any modrflcahon of the 

message after it la generated by .the ttCM^mtroller cap^o detected by the ctent device 

"V y>/k4- I'M* QJ jJ^pi^y TrtUfi**^ _— 

Signature of Submitters) * ' 

Read and understood by [Witness Signature^)] 



Date 
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Wfcen used with eating aoceas controllers, the mapping of a resource to a tier v.a "SJXf 
be represented as standard servlcas - just Uke vkteo channels These services, wh,ch are actually r^urces, 
caSSfed by U» billing system,' which can authorize and deauthorfce them. These serves can also 
bePPVorlPPVbased 

Briefly describe any alternative uses, variaflona or modifications of your invention which you contemplate. 

This mechanism can also b« used to control the contents of a policy fib - such , wte ™ 6 
contents of the policy file could reference resource ID'S The RCOS is consulted to sev what tier must be 
enabled In order for access to the resource, cpedfied in the policy file, to be granted 

This mechanism can be used to control access to specific resources in the network - not just resources J the 
cE device. For example - accesa to a server In a network, a specific network protocol such as FTP, or 
access to eels of IP addresses could all be mapped to tiers via tha RCDS 

Please provide any additional Information you think should be known by the attorney reviewing this form. 



SlgnaTOre ofSubmltferts) (7 ,y - 



Read and underotood by [Witness Signature^)} 



Date 
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your invention as possible in order to achieve optimal i patent protection An "^gJL diBaram3 
csnetrurton and operation of thefovenflon 

mechanical drawings, photographs, etc ) and ^J^^l^^^^^^iS^ noneed-to 

This Inventor, is described in detail in me following G> documents. Note ttat these documents also contain 

material which Is related to this invention: 
MC-099460 Object Conditional Access Message Protocol - this (specification contains the actual RCDS 



MC-091-69B CA Subsystem Functional Specification 

385-095-760 3rd Party Requirements tor Software ar>d Resource Object Conditional Access Control 
365-095-884 PROS Interface Specification 

365-095-1008 System Technical Specification: Product Laval, DSK System Common Local Control 
Requirements 

A*, there Is a Vlso attachment Wlhls diecloaure descrUn, how the RODS j^"^* h *° ^ 
Although this is not specifically the point of this invention, it may help as background 

This invention can be Implemented in any message or table containing the following elements: 

hwource Id's Implied by the position of the tier in the list (first ber ID 1„ second her -> ID i, etc) 
2) A digital Signature, or other element providing security over the mapplno table, 

•n An address which soeclfies which client device this mapping applies to. This address could ba '^caBt-, In 
> tffi fSlfi mSS rijSS £ any client, or other ^dressing targetUng the mapping to a specific client 
ore group of clients 




Date 



Date 
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